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Currently, around 94.1% of Internet users use it for communication [1]. Vector Comm itments (VC)

While most messages are encrypted, oftentimes service providers
have access to the message In plaintext, posing security and privacy
risks. To address this, end-to-end encrypted messaging platforms
(such as Signal or Whatsapp) emerged (Figure 1). These platforms
enable senders to encrypt a message directly with the recipient’s
public key, ensuring that the server cannot decrypt the message.
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Server-Aided Gossiping

Prior to communicating via end-to-end encrypted messaging
services, both parties must have a copy of the recipient’s public key.
Typically, these keys are publicly hosted on a Public-Key
Infrastructure (PKI), available for auditing upon request. However,
PKIs may not always be truthful, and a malicious service provider may
equivocate and provide compromised keys to perform a
person-in-the-middle attack, as to eavesdrop on users (Figure 2).
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Figure 6: Bulletin board, Alice and Bob only gossip / store lightweight digests. This is efficient.
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presents different states of the PKI at timestep i/ to users. This allows . :
the malicious server to give compromised keys to one (OI’ bOth) users Figure 7: Gossiping protocol, users expect a valid proof for their values
The server *wins” if no users detect an equivocation happened.

Contributions

Security Definition

Informal security goal: Adversarial system should not be able to serve
two different values to two users for the same position i.

Protocol: SAGP[VC(]

Game BBP0OSVECCONSISTENCYZ; (\): Oracle UPDATEVIEW x (¢, d, 7): Userlnit(): Serverlnit():
RA RB £ [] I_{(\( uir(\ ﬁl > p (_,(lvc’o) < VClmt() (Stvc,(), d\/c’g) < VCImt()
Figure 3: Server equivocation, malicious server provides 2 different states of the PKI for the same time | ’ SRS stuser < (dvc,0,0) stob, do < stvc,i, dvc,o
ba, Ly, bg <0 (SI'X ) b) < 11.VerUpd (pX i,y 8tR )) Return st ., Return (stpy, dy)
t 4 < IL.Userlnit(1* /
. . . sta _ ( /\) If b then fx « ¢ VerUpdate(', d’, , styser): ServerPublish (v, stpp,; ):
stg + H.Us‘er|n|t(1 ) > - _ (d,£) + Styser (dit1, stop,iv1) < VC.Upd([v] : stpp,i)
a |Ve e e r - O - e e r OSS I p I n g iy A IED ATV, RENTRE CORIR I Oracle ReAD (i, v,7): b < VC.VerUpd(d,d', ¢, ) Return (diy1, stobis1)
- - Require 7 < fx If b=1 then sty + (d',7)
RA [7’] ?é RB [7’] e 7 i ’ P Upd 2.0 st}
Return A ; - y o . roveUpdate(?, ¥/, sty ):
{EG o (stx,b) < 11.VerRead(i, v, m, st x) eturn (stuser, b) e VE Provelpa(R 2#fiii)
If b then Ry [I] — v VerRead (i, v, , Styser): Return
(d= —) < Stuser "
Oracle GOsSIP(7): b « VC.VerLkup(d, i, v, 7) EroveBuodis;sth):
If /4 </{p: Return b L A o
. Return (v, )
b < I1.VerGossip(m, sta, stg) VEHCESIH iz Bt Bl
Else: (e 5] = s ProveGossip(¢1, {2, stbb):
' < VC.ProveUpd(¢; : st
b — H.VerGossip(ﬂ-, StB, StA) (d2,1{2) <— Stuser2 ;eturn ﬂ-rove p ( 1-8 bb,fz)
If b then EG V. min(fA,fB) b+ VC.VerUpd(dl,dz,fl,7r12)
Return b

Next Steps

Figure 4: Naive gossiping, Alice and Bob must gossip / store every state to ensure security. This is expensive.

In the naive approach, users of the messaging platform externally SAGP ensures that commmunicating parties both have a consistent
communhnicate (*gossip”) with each other to ensure no equivocation view of the PKI, but provides no guarantee of the correctness of the
has occurred. In the worst case, users must gossip about every content. Future steps involve composing SAGP’s consistency layer
state, requiring maintenance of a linear list of previous epochs. This with existing authentication systems such as CONIKS [3] and Merkle?
adds a lot of overhead to system usage due to large space and time [4], which verifies correctness, towards a single protocol that is
complexities, and thus is impractical for real-world deployment. provably secure, efficient, and deployable across all systems.
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