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SAGP ensures that communicating parties both have a consistent 
view of the PKI, but provides no guarantee of the correctness of the 
content. Future steps involve composing SAGP’s consistency layer  
with existing authentication systems such as CONIKS [3] and Merkle2 
[4], which verifies correctness, towards a single protocol that is 
provably secure, efficient, and deployable across all systems.
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Currently, around 94.1% of Internet users use it for communication [1]. 
While most messages are encrypted, oftentimes service providers 
have access to the message in plaintext, posing security and privacy 
risks. To address this, end-to-end encrypted messaging platforms 
(such as Signal or Whatsapp) emerged (Figure 1). These platforms 
enable senders to encrypt a message directly with the recipient’s 
public key, ensuring that the server cannot decrypt the message.

Prior to communicating via end-to-end encrypted messaging 
services, both parties must have a copy of the recipient’s public key. 
Typically, these keys are publicly hosted on a Public-Key 
Infrastructure (PKI), available for auditing upon request. However, 
PKIs may not always be truthful, and a malicious service provider may 
equivocate and provide compromised keys to perform a 
person-in-the-middle attack, as to eavesdrop on users (Figure 2). 

Informal security goal: Adversarial system should not be able to serve 
two different values to two users for the same position i.
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Figure 1: Server cannot decrypt ct without skb

In this scenario, an “equivocation” (Figure 3) occurs when a server 
presents different states of the PKI at timestep i to users. This allows 
the malicious server to give compromised keys to one (or both) users. 
The server “wins” if no users detect an equivocation happened.

Figure 3: Server equivocation, malicious server provides 2 different states of the PKI for the same time j

Figure 6: Bulletin board, Alice and Bob only gossip / store lightweight digests. This is efficient.

Figure 7: Gossiping protocol, users expect a valid proof for their values
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Figure 5: Append-Only Vector Commitment, di snapshots st0-3 & dj snapshots st0-5

Naive Peer-to-Peer Gossiping
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Figure 2: person-in-the-middle attack
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Figure 4: Naive gossiping, Alice and Bob must gossip / store every state to ensure security. This is expensive.
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In the naive approach, users of the messaging platform externally 
communicate (“gossip”) with each other to ensure no equivocation 
has occurred. In the worst case, users must gossip about every 
state, requiring maintenance of a linear list of previous epochs. This 
adds a lot of overhead to system usage due to large space and time 
complexities, and thus is impractical for real-world deployment.
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An append-only vector commitment (VC) is a cryptographic primitive 
that commits to an ordered list via a short digest d, and supports two 
proofs (Figure 5): a lookup proof πlkup (a value sits at a position) and an 
extension proof πext (one digest's list is a prefix of another's).
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